@ Co quan phét hanh: Van phong Chinh phi

Phu luc
HUONG DAN KET NOI, TICH HQP, CHIA SE DU LIEU GIUA CO SO
DU LIEU QUOC GIA VE DAN CU VOI HE THONG THONG TIN GIAI
QUYET THU TUC HANH CHINH CAP BQ, CAP TINH
(Ban hanh kém theo Céng van so- IVPCP-KSTT ngay thang nam 2022
cua Van phong Chinh phu)

I. TONG QUAN
1. Muc tiéu

Tai Quyét dinh s6 06/QD-TTg ngay 06/01/2022 cua Thu twéng Chinh phu phé
duyét Dé &n phat trién tng dung dit liéu vé dan cu, dinh danh va xéac thuc dién ta phuc
vu chuyén d6i sé qudc gia giai doan 2022 — 2025, tim nhin dén nam 2030, Tha tuéng
Chinh phu giao Van phong Chinh phi chu tri, phdi hop véi Bo Cong an, co quan, don
vi lién quan “huéng dan cac bo, nganh, dia phuong thuc hién tich hop, két ndi va chia
sé dit liéu dan cu gitta Co so dit liéu qudc gia vé dan cu (CSDLQG vé déan cu) véi Cong
Dich vu cdng quéc gia, Hé thong thong tin giai quyét tha tuc hanh chinh cap b, cap
tinh phuc vu xac thuc, chia sé théng tin cdng dan khi thuc hién tha tuc hanh chinh theo
nguyeén tac yéu cau khong khai bao lai cac thong tin di c6 trong CSDLQG vé dan cu”.

Trién khai nhiém vy duogc giao, Van phong Chinh pha da phdi hop véi Bo Cong
an (Cuc Canh sat Quan ly hanh chinh vé trat tu x& hoi — Cuc C06) va mét s6 bo, nganh,
cd lién quan théng nhat cac noi dung thdng tin va mé hinh k§y thuat, dong thoi thi diém
trién khai két ndi gitra CSDLQG vé dan cu véi Cong Dich vu cdng quédc gia. Trén co s&
d6, hoan thién Tai liéu hudng dan két ndi, tich hop, chia sé di liéu dan cu giita Co s&
dir liéu quéc gia vé dan cu (CSDLQG vé dan cu) véi Hé théng thong tin giai quyét tha
tuc hanh chinh cap bo, cap tinh phuc vu xac thuc, chia sé thong tin cdng dan theo nguyén

tic yéu cau khong khai bao lai cac thong tin di ¢ trong CSDLQG vé dan cu.



2. M6 hinh két néi

P CPNET:5500/5577 ﬁ P LAN/WAN.

Céc hé thong trao dbi thong tin, dit liéu qua Truc lién théng vin ban qudc gia
(VDXP), c4c noi dung ky thuat bao gom:

- B6 Cong an va cac hé thdng giai quyét tha tuc hanh chinh cap b, cap tinh can
két ndi thong dén mang truyén sé liéu chuyén dung — CPNET nhu hinh v& ¢ dudi (Noi
dung nay da trién khai khi két ndi véi Cong Dich vu cdng qudc gia).

Truc LTVBQG

Hé théng Central Server Lienthong.vpep.vn

Quan ly ding ky may chi

LTV n0LBR, ngAnk, d1 phrong bao mat tham gia lién théng D —
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o= TrycLTVBQG S —
g 7 .’7.
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HTTP REQUEST:
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Phan mém QLVB & HSCV/Truc

X
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GET,POST

/
/ HTTP RESPONSE

e
B0 két ndi
VXDP Adapter
— >

Bén cung cap dich vu

HTTP RESPONSE

BO k&t ndi
VOXP Adapter | REST
—_—
JSON

Bén str dung dich vu
Data Consumer

bao mét
Truc LTVBQG

Data Provider

Hé thong chirng thuc
chir ky s6 chuyén dung Chinh phl
ocsp.ca.gov.vn
tsal.ca.gov.vn
tsa2.ca.gov.vn

- Thiét lap, cai dat may chi bao mat két ndi (SS — Secure Server) dé két néi voi
Cong Dich vu cong quéc gia, hé thong thdng tin giai quyét TTHC cap b, cap tinh hoic
thiét 1ap may chi bao mat méi theo tai liéu hudng dan tai support.chinhphu.vn.

- C4u hinh may chu bao mat két néi vai Cong dich vu cong qudc gia theo
huéng dan cia Vian phong Chinh  phu, tai liéu tai
https://dichvucong.gov.vn/p/home/dvc-huong-dan-bo-nganh-dia-phuong.html

- Tai liéu huéng dan bd nganh, dia phuong tich hop DVCQG tai:


https://dichvucong.gov.vn/p/home/dvc-huong-dan-bo-nganh-dia-phuong.html
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https://data.dichvucong.gov.vn/webportal/document/20210107/2021010709411
2 20210107 TaiLieuHuongDanTichHopDVCQG v1.4.25.docx

3. Cac budc thuc hién

a) MOi truwong thaz nghiégm

Buéc 1: Bo, nganh, dia phwong gui yéu cau diang ky sir dung dich vu va kiém
thir két néi trén Hé thng thir nghiém theo MAau tai Phu luc 2 qua email cho Cuc C06 dé
nghi trién khai két néi thir nghiem.

Pau méi hd tro Cuc Canh séat quan ly hanh chinh vé trat ty xa hoi (C06): Bong
chi buc Anh- 0915528884- mail: ndanh1984@agmail.com

Buéc 2: C06 ma cau hinh trén may cha bao mat cho phép may cha bao mat cua
Cong DVCQG, hé thong thdng tin giai quyét TTHC cap b, cap tinh két ndi API duoc
phép goi téi (Ma dinh danh may chu bdo mdt cia don vi dwoc guri kém theo Mdu ddng
ky).

Pau mébi hd trg C06: DPoéng chi Duc Anh- 0915528884- mail:
ndanh1984@gmail.com

Buwéc 3: C06 cung cap username + password cho don vi tich hop dé lam dau vao

sinh token truyén tai header caa API. Ma nay ding chung ca hé thong thir nghiém va
chinh thtec.

CO06 cung cap ma céan bd tich hop cho tirng API dich vu cho don vi tich hop, 1am
dau vao truyén vao ting body dich vu.

Pau méi hd trg CO06: Pong chi DBac Anh- 0915528884- mail:
ndanh1984@gmail.com

Buéc 4: BNDP kiém tra két ndi véi hé thdng cua C06: dirng & may chu bao mat
ctia don vi telnet ¢én IP CPNET cua C06: 10.0.15.133 port 5500 5577.

Buéc 5: Pon vi tich hop goi API cia C06 qua cac duong link sau: (Chi tiét cac
API tai muc I1.):
http://ip-ss-donvi:8080/VXPAdapter/RestService/forward/+<URL djch
vu>?providerurl=http://172.18.2.53:7003&dstcode=VN:GOV:G01:CSDLDC

b) Méi truwong chinh thaic

Buwéc 1: Bo, nganh, dia phuong gui Yéu cau dang ky sir dung dich vu (theo Mau

tai Phu luc 2) va Ban cam két bao d¢am an ninh, an toan va bao mat théng tin trong két
3


https://data.dichvucong.gov.vn/webportal/document/20210107/20210107094112_20210107_TaiLieuHuongDanTichHopDVCQG_v1.4.25.docx
https://data.dichvucong.gov.vn/webportal/document/20210107/20210107094112_20210107_TaiLieuHuongDanTichHopDVCQG_v1.4.25.docx
mailto:ndanh1984@gmail.com
mailto:ndanh1984@gmail.com
mailto:ndanh1984@gmail.com
http://ip-ss-donvi:8080/VXPAdapter/RestService/forward/+%3cURL
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ndi dén CSDL quéc gia vé Dan cu ddi vai t chuc (két ndi giira cac Hé théng véi nhau):;
ca nhan (cén bo khai thac dir liéu) (theo mau tai Phu luc 1) vé& Cuc C06 dé nghi trién
khai.

Pau mbi hd trg CO06: Pong chi Puc Anh - 0915528884- mail:
ndanh1984@gmail.com

Buéc 2: CO6 ma cu hinh trén may chi bao mat cho phép may chu bao mat cua
Cong DVCQG, hé thdng théng tin giai quyét TTHC cap Bo, cap Tinh két ndi API duoc

phép goi tai.
Don vi két néi giri ma dinh danh may chi bao mat ciia don vi cho C06 cau hinh
Pau moéi hd trg C06: Pong chi Pac Anh- 0915528884- mail:
ndanh1984@gmail.com

Buéc 3: C06 cung cap username+ password cho don vi tich hop dé lam dau vao

sinh token truyén tai header caa API. M4 nay ding chung ca hé thong thar nghiém va
chinh thuec.

C06 cung cap ma céan b tich hop cho tirng API dich vu cho don vi tich hop, 1am
dau vao truyén vao tirng body dich vu.

Pau méi hd trg C06: Pong chi Pac Anh- 0915528884- mail:
ndanh1984@gmail.com

Buéc 4: BNDP kiém tra két ndi véi hé théng cua C06: dirng & may chu bao mat
ctia don vi telnet dén IP CPNET cua C06: 10.0.15.133 port 5500 5577

Buwdéc 5: Pon vi tich hop goi API cua C06 qua cac dudng link sau: (Chi tiét cac
API tai muc I1.):
http://ip-ss-donvi:8080/VXPAdapter/RestService/forward/+<URL dich
vu>?providerurl=http://172.16.9.2:7006 &dstcode=VN:GOV:G01:CSDLDC

Luwu y. Trudce khi trién khai chinh thic cac bo, nganh, dia phu’0’ng can co
van ban xac nhan bao dam bdo mat, an ninh, an toan thong tin cua h¢ thong cong
nghé thong tin do 02 don vi nghiép vu ctia B Cong an (A05, A06).


mailto:ndanh1984@gmail.com
mailto:ndanh1984@gmail.com
mailto:ndanh1984@gmail.com
http://ip-ss-donvi:8080/VXPAdapter/RestService/forward/+%3cURL%20dịch%20vụ%3e?providerurl=http://172.16.9.2:7006&dstcode=VN:GOV:G01:CSDLDC
http://ip-ss-donvi:8080/VXPAdapter/RestService/forward/+%3cURL%20dịch%20vụ%3e?providerurl=http://172.16.9.2:7006&dstcode=VN:GOV:G01:CSDLDC
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I1. DICH VU KET NOI, CHIA SE

1. Danh séch dich vu

TT Dich vu Ma dich vu Muc dich sir dung
1 | X&c nhan s6 033 Dich vu nay cho phép xé4c nhan sb dinh danh
dinh danh ca ca nhan (CCCD) véi s chirng minh nhan
nhan va chirng dan trude day phuc vu viéc xac thuc théng
minh nhan dan tin c& nhan trén Cong Dich vu cong qudc gia.
2 | Xac thyc thong 034 Dich vu nay cho phép xac nhan théng tin cha
tin ho gia dinh ho va cac thanh vién trong mét ho gia dinh
3 | Tra ctru thong 037 Dich vu nay cho phép chia sé 20 truong
tin cong dén théng tin cua cong dan dua theo dix liéu dau
vao la: Sé dinh danh ca nhan (CCCD) hoic
s6 chung minh nhan dan (CMND), Ho va
tén, Ngay thang nam sinh cua cong dan
2. Dir liéu dau vao céc dich vu
a) Dich vu xac nhan s6 dinh danh c4 nhan va chirng minh nhan dan
Dich vu nay cho phép xéc thuc thong tin s6 dinh danh va s6 CMND la cang mot
ngudi trong CSDL dan cu.
- Dic ta dau vao API:
TT Tén trwomng Dinh dang Bat Mo ta
budc
i , Ma yéu cau (hé théng giri
1 | MaYeuCau String (40 ky tu) X Ty
yéu cau ty tao)
. String (20 ky tu MaDichVu= ‘033’
2 | MaDichVu p X
s0)
Néi dung nay theo yéu cau
cua Bo cong an.
3 | MaCanBo String (200 ky tu) X Ma nay do C06 cdp theo
tung dich vu va co quan
két noi (bucce 3).
4 | SoDinhDanh String (12 ky tu X | S6 dinh danh ca nhan




s0) (hoic s6 CCCD) cua cong
dan

S6 chirng minh nhan dan

SoCMND String (9 ky tu s X
> 9O kytus0) cua cong dan
Ho va tén cong dan viét
6 | HoVvaTen String (200 ky tu) X lién khong dau, khong

phan biét hoa thuong

b) Dich vu x4c nhén thong tin hd gia dinh

- Dich vu nay cho phép xac thyc thong tin ho gia dinh

- Dic ta dau vao APIL:
T Tén trwong Dinh dang Bit Mo ta
T budc
. | Maveucau String (40 ky y 1\/{5 y?u cau (hé thong giri
tu) yéu cau ty tao)
. String (20 ky MaDichVu= 034
2 | MaDichVu . X
tu s0)
Ngi dung nay theo yéu cau
. i cua Bo cong an.
String (20 ky ,
3 | MaCanBo ) X Ma nay do CO06 cap theo
' tung dich vu va co quan
két noi (budce 3)
String (12 ky S6 dinh danh ciia chi ho
4 | SoDinhDanhChuHo A’g ( y X © it danh cua chv ho
tu so)
. , Ngay, thang, nam sinh
. String (10 ky qg yA g .
5 | NgaySinhChuHo o s6) X cua cong dan. Pinh dang:
u sO
’ yyyymmdd hodc YYYY
String (100 ky Hf) va tAén cé?g déri viét
6 | HoVaTenChuHo ) X lién khong dau, khong
u
i phan biét hoa thuong
Thong tin cac thanh vién
, ThongTinThanhVien List y can xac nhén trong ho gia
-SoDinhDanh dinh bao gom:
SoDinhDanh




c) Dich vu chia sé thong tin dan cu

- Dich vu nay cho phép chia s¢ 20 truong thdng tin cia cong dan dua theo dir liéu
dau vao 1a: Sé dinh danh ca nhan (CCCD) hoic s6 chitng minh nhan dan (CMND), Ho
va tén (Viét lién khong dau), Ngay thang nam sinh hodc nam sinh ctia cong dan.

- Dic ta diu vao APL:
N : Bat o
TT Tén truwong Dinh dang R Mo ta
bufc
i , M3 yéu cau (hé théng gt
1 | MaYeuCau String (40 ky tu) X Ty
yéu cau ty tao)
Ma dich vu cong st
2 | MabDVC String (20 ky tu) dung thong tin cong
dan
: String (20 ky tu :
3 | MaTichHop 5 9(0kyn X | MaDichvu= 034
sO
Ngi dung nay theo yéu cau
cua Bo cong an.
4 | MaCanBo String (20 ky tu) X Ma nay do C06 cdp theo
teeng dich vu va co quan
két noi (budce 3)
String (12 k9 tu | S6 dinh danh c4 nhan
5 | SoDinhDanh 5 Uit 1 Mot | 146 56 CCCD) ciia
sO
tron_g cong dan
hai .
\ S6 chirng minh nhan dan
_ truong .
6 | SOCMND Sfrlng (9 ky tu bit cﬂa.t cérAlg dér,l (b;ét Pu(f)c
s0) bube khi khong c¢6 SO dinh
' danh cé& nhan)
i , Ho va tén cong dan (In
String (100 ky 0 va tén cong dan (In
7 | HoVaTen ) X hoa, Khong dau, Bo ky tu
' trang hai dau)
Mot | Ngay, thang, nam sinh
8 | NgayThangNamSinh | String (10 ky tu) trong cua cong dan. Pinh dang:
hai yyyymmadd.
9 | Nam String (4 ky tu) truong | Nam sinh cta cong dan.




bat Dinh dang: yyyy (bt
budc | budc khi khong cé ngay

thdng nam sinh)

3. Dir liéu tra ra cac dich vu

a) Dich vu xac nhan s6 dinh danh c4 nhan va chimg minh nhan dan

- Pic ta diu ra API:
.z .~ Truong
TT  Téenthupctinh | SU AT G ligu Ghi chu
licu .,
j chia sé
1 KetQuaXacThuc Boolean true/false: Thong tin cong dan

ding hodc sai

- Chi tiét dich vu:

DPia chi ket noi

URL

https://<host>:<port>
/integration/createRequest/CommonService/XacNhanCCCDCMND

Request header
Content-Type | text/xml
Operation execute

Timestamp

Authorization

Requ

Body

Timestamp do server gui sinh, khi nhan yéu cau server nhan kiém
tra Timestamp véi thoi diém nhan néu vuot qué khoang thoi gian
hé thdng nhan quy dinh (VD 5ph) thi yéu cau sé& bi tir chdi. Gia tri
mau: 162124869193

Gia tri “Base64Encode(username + ":" + token)”

Trong do:

- token 1a chudi hex 64 ky ty =SHA256(sv_url+username-+
timestamp+secretkey)

- m3 username va secretkey s& dugc 2 hé thong trao ddi riéng véi
nhau.

-sv_url la
/integration/createRequest/CommonService/XacNhanCCCDCMND
est Body

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:dan="http://dancuquocgia.bca">




Response Body

Body

<soapenv:Header/>
<soapenv:Body>
<dan:XacThucThongTinCongDan
xmlns:dan="http://dancuquocgia.bca">
<dan:MaYeuCau>string</dan:MaYeuCau>
<dan:MaDichVu>033</dan:MaDichVu>
<dan:MaCanBo>VDXP_VPCP </dan:MaCanBo>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
<dan:SoCMND>string</dan:SoCMND>
<dan:HoVaTen>string</dan:HoVaTen>
</dan:XacThucThongTinCongDan>
</soapenv:Body>
</soapenv:Envelope>

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header xmlns:dan="http://dancuquocgia.bca"/>
<soapenv:Body xmlns:dan="http://dancuquocgia.bca">
<ser:KetQuaXacThuc xmlns:ser="http://dancuquocgia.bca">
<ser:TonTai>true</ser:TonTai>
</ser.KetQuaXacThuc>
</soapenv:Body>
</soapenv:Envelope>

b) Dich vu xac nhan thong tin hd gia dinh

- Pic ta dau ra API:
) Truwon
T Tenthupctinn  Kieud | g di Ghi chd
T : ligu ligu
chia sé
1 correct Boolean « tru?/falge: Thong tin chu ho dung
hoac sai
2 message String(200 « Xac thuc trang thai: Yes/No cua tirng
g ky tu) thanh vién trong ho gia dinh
- Chi tiét dich vu:

Pia chi két noi

URL

/integration/createRequest/CommonService/XacThucChuHo



Request header
Content-Type

Operation

Timestamp

Authorization

Request Body

Body
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text/xml
execute

Timestamp do server gui sinh, khi nhan yéu cau server nhan kiém tra
Timestamp véi thoi diém nhan néu vuot qua khoang thai gian hé
théng nhan quy dinh (VD 5ph) thi yéu cau sé bi tir chéi. Gia tri mau:
162124869193

Gia tri “Base64Encode(username + ":" + token)”

Trong do:

- token la chudi hex 64 ky tu =SHA256(sv_url+username+
timestamp+secretkey)

- m& username va secretkey s& dugc 2 hé thong trao doi riéng véi
nhau.

-sv_url la
/integration/createRequest/CommonService/XacThucChuHo

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:dan="http://dancuquocgia.bca">

<soapenv:Header/>
<soapenv:Body>

<dan:RequestVerifyHHFamily
xmlns:dan="http://dancuquocgia.bca">

<dan:MaYeuCau>string</dan:MaYeuCau>
<dan:MaDichVu>034</dan:MaDichVu>
<dan:MaCanBo>VDXP_VPCP</dan:MaCanBo>

<dan:SoDinhDanhChuHo>string</dan:SoDinhDanhChuHo>

10



Response Body

Body
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<dan:NgaySinhChuHo>string</dan:NgaySinhChuHo>

<dan:HoVaTenChuHo>string</dan:HoVaTenChuHo>
<dan:ThongTinThanhVien>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
</dan:ThongTinThanhVien>
<dan:ThongTinThanhVien>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
</dan:ThongTinThanhVien>
<dan:ThongTinThanhVien>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
</dan:ThongTinThanhVien>
<dan:ThongTinThanhVien>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
</dan:ThongTinThanhVien>
</dan:RequestVerifyHHFamily>
</soapenv:Body>

</soapenv:Envelope>

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Header xmlIns:dan="http://dancuquocgia.bca"/>
<soapenv:Body xmlIns:dan="http://dancuquocgia.bca">

<CreateRequestsResponse xmins="http://dancuquocgia.bca"
xmlns:soap-env="http://schemas.xmlsoap.org/soap/envelope/">

11
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<correct>true</correct>

<message>0000000000000: Yes, 0000000000000: Yes,
0000000000000: Yes, 0000000000000: No</message>

</CreateRequestsResponse>

</soapenv:Body>

</soapenv:Envelope>

cac thudc tinh sau:

T
T

Tén thudc tinh

c) Dich vu chia sé thong tin cong dan

Kiéu dir liéu

Trwon
g dir
liéu

chia sé

Céu trac dit liéu tré ra tuan thu theo ding QCVN 109:2017/BTTTT, bao gom

Ghi chu

SoDinhDanh

SoCMND

HoVaTen

GioiTinh

String(12 ky tur s6)

String(9 ky tu s6)

HoVaTen (Structure)
- Ho: String(100 ky
tw)

- ChuDem:
String(100 ky tu)

- Ten: String(100 ky
tur)

String(1 ky tu s6)

X

S6 dinh danh
cd nhan cua
cong dan
S6 chimg minh
nhan dan
Mo ta thong tin
ho va tén day
du cua cong
dan hodc nguoi
théan, chu ho
cua cong dan.
- Ho: Ho cua
cong dan
- ChuDem:
Chir dém cua
cong dan, cé
thé khong ¢o
hoac la mot tur
hoac cum tir
- Ten: Tén cua
cong dan
Gidi tinh cua
cong dan
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11

12

DanToc

TonGiao

TinhTrangHonNhan

NhomMau

NgayThangNamSinh

NoiDangKyKhaiSin
h

QuocTich

QueQuan
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String(2 ky tu s6)

String(2 ky tu s6)
String(1 ky tu s6)
String(2 ky tu s6)

String(8 ky tu s6)

DiaChi (Structure)
- MaTinhThanh:
String(2 ky tu s6)
- MaQuanHuyen:
String(3 ky tu s)
- MaPhuongXa:
String(5 ky tu sd)
- ChiTiet:
String(200 ky tu)
- QuocGia:
String(2 ky tu)

String(2 ky tu)

DiaChi (Structure)
(Gidng
NoiDangKyKhaiSinh

Dan tc cua
cong dan

Ton gido cua
cong dan

Tinh trang hon
nhan cua cong
dan

Nhoém mau cua
cong dan
Ngay thang
nam sinh cua
cong dan

Noi1 dang ky
khai sinh ctia
cong dan

MaTinhThanh:
Mé, tinh/thanh
pho

MaQuanHuyen
: Ma
quan/huyén

MaPhuongXa:
Ma phuong/xa
- ChiTiet: Dia
chi chi tiét khi
ma don vi hanh
chinh khong du
cung cap thong
tin

- QuocGia: Ma
qudc gia cla
dia chi trong
truong hop dia
chi xac dinh ¢
nudc ngoai
Qudc tich cua
cong dan

Qué quan cua
cong dan

13
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14

15

16

17

18

19

20

ThuongTru

NoiOHienTai

Cha

Me

VVoChong

NguoiDaiDien

ChuHo

SoSoHoKhau
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)

DiaChi (Structure)
(Gidng
NoiDangKyKhaiSinh
)

DiaChi (Structure)
(Gidng
NoiDangKyKhaiSinh
)

NguoiThan
(Structure)

- HoVaTen(Structure)
- QuocTich

- SoDinhDanh

- SOCMND

NguoiThan
(Structure)
(Giong muc 15. Cha)

NguoiThan
(Structure)
(Giong muc 15. Cha)

NguoiThan
(Structure)
(Giong muc 15. Cha)

ChuHo (Structure)

- QuanHe: String(2
ky tu sb)

- SoDinhDanh

- SO CMND

- HoVaTen(Structure)

String(50 ky tu)

Dia chi thuong
tri cuia cong
dan

Noi 6 hién tai
cua cong dan

Cha cta cong
dan

Me cua cong
dan

Vo hodc chong
cuia cong dan

Nguoi dai dién
cua cong dan

Thong tin chu
ho cua cong
dan

- QuanHe: Thé
hién mdi quan
hé cua chu ho
v6i cong dan

SO s6 ho khau
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- Chi tiét dich vu

DPia chi ket noi

/integration/createRequest/CommonService/ChiaSeThongTinCongDa
n

URL

Request header

Content-Type  text/xml

Operation execute

Gia tr1 “Base64Encode(username + ":" + token)”

Trong do:

- token 12 chudi hex 64 ky ty =SHA256(sv_url+username+
timestamp+secretkey)

Authorizatio . . . o P .
- ma username va secretkey s€ duoc 2 h¢ thong trao doi riéng véi

n nhau.
-sv_url la
/integration/createRequest/CommonService/ChiaSeThongTinCongDa
n

Request Body

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:dan="http://dancuquocgia.bca">
<soapenv:Header/>
<soapenv:Body>
<dan:TraCuuThongTinCongDan
xmlns:dan="http://dancuquocgia.bca">
<dan:MaYeuCau>MHS03980341</dan:MaYeuCau>
Body <dan:MaDVC>VPCP</dan:MaDVC>
<dan:MaTichHop>037</dan:MaTichHop>
<dan:MaCanBo>VDXP_VPCP</dan:MaCanBo>
<dan:SoDinhDanh>string</dan:SoDinhDanh>
<dan:HoVaTen>string</dan:HoVaTen>
<dan:NgayThangNamSinh>
<dan:NgayThangNam>string</dan:NgayThangNam>
</dan:NgayThangNamSinh>
</dan:TraCuuThongTinCongDan>
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Response Body

Body

</soapenv:Body>
</soapenv:Envelope>

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header xmins:dan="http://dancuquocgia.bca"/>
<soapenv:Body xmlIns:dan="http://dancuquocgia.bca">
<nsl:CongdanCollection
xmlns:ns1="http://www.mic.gov.vn/dancu/1.0">
<nsl:CongDan>
<ns1:SoDinhDanh>0000000000000</ns1:SoDinhDanh>
<ns1:SoCMND>0000000000</ns1:SoCMND>
<nsl:HoVaTen>
<nsl:Ho/>
<nsl:ChuDem>VAN</nsl:ChuDem>
<nsl:Ten>BA</nsl:Ten>
</nsl:HoVaTen>
<nsl:GioiTinh>1</ns1:GioiTinh>
<nsl:DanToc>01</nsl:DanToc>
<nsl:TonGiao>00</ns1:TonGiao>
<nsl:TinhTrangHonNhan>2</ns1:TinhTrangHonNhan>
<nsl:NhomMau>00</ns1:NhomMau>
<ns1:NgayThangNamSinh>
<nsl:Nam>1968</ns1l:Nam>
<ns1:NgayThangNam>19680808</ns1:NgayThangNam>
</ns1:NgayThangNamSinh>
<nsl:NoiDangKyKhaiSinh>
<nsl:MaTinhThanh>30</nsl:MaTinhThanh>
<nsl:MaQuanHuyen>292</ns1l:MaQuanHuyen>
<nsl:MaPhuongXa>10729</ns1:MaPhuongXa>
<ns1:ChiTiet> XA THUONG QUAN, HUYEN KINH
MON, TINH HAI DUONG </ns1:ChiTiet>
<nsl:QuocGia>VN</nsl:QuocGia>
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</nsl:NoiDangKyKhaiSinh>
<nsl:QuocTich>VN</nsl:QuocTich>
<nsl:QueQuan>
<nsl:MaTinhThanh>30</nsl:MaTinhThanh>
<nsl:MaQuanHuyen>292</ns1l:MaQuanHuyen>
<nsl:MaPhuongXa>10729</ns1:MaPhuongXa>
<ns1:ChiTiet>XA THUONG QUAN, HUYEN KINH
MON, TINH HAI DUONG</ns1:ChiTiet>
<nsl:QuocGia>VN</nsl:QuocGia>
</ns1:QueQuan>
<nsl:ThuongTru>
<nsl:MaTinhThanh>68</nsl:MaTinhThanh>
<nsl:MaQuanHuyen>676</nsl:MaQuanHuyen>
<nsl:MaPhuongXa>24916</nsl:MaPhuongXa>
<ns1:ChiTiet>XOM 3, THON TAN
TRUNG</ns1:ChiTiet>
<nsl:QuocGia>VN</nsl:QuocGia>
</nsl:ThuongTru>
<nsl:NoiOHienTai>
<nsl:MaTinhThanh>68</ns1:MaTinhThanh>
<nsl:MaQuanHuyen>676</nsl:MaQuanHuyen>
<nsl:MaPhuongXa>24916</nsl:MaPhuongXa>
<ns1:ChiTiet>XOM 3, THON TAN
TRUNG</ns1:ChiTiet>
<nsl:QuocGia>VN</nsl:QuocGia>
</nsl:NoiOHienTai>
<nsl:Cha>
<nsl:HoVaTen>TRAN QUANG PHUC</ns1:HoVaTen>
<nsl:QuocTich>VN</nsl:QuocTich>
<nsl:SoDinhDanh/>
<ns1l:SoCMND/>
</ns1:Cha>
<nsl:Me>
<nsl:HoVaTen>PHAM THI PHI</ns1:HoVaTen>
<nsl:QuocTich>VN</nsl:QuocTich>
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<nsl:SoDinhDanh/>
<nsl:SoCMND/>
</nsl:Me>
<nsl:VoChong>
<ns1:HoVaTen>BUI THI CHUYEN</ns1:HoVaTen>
<nsl:QuocTich>VN</nsl:QuocTich>
<nsl:SoDinhDanh/>
<ns1:SoCMND>0000000000</ns1:SoCMND>
</nsl:VoChong>
<nsl:NguoiDaiDien>
<nsl:HoVaTen/>
<nsl:QuocTich/>
<nsl:SoDinhDanh/>
<nsl:SoCMND/>
</ns1:NguoiDaiDien>
<nsl:ChuHo>
<nsl:QuanHe>CHO01</ns1l:QuanHe>
<nsl:SoDinhDanh/>
<ns1:SoCMND>0000000000000</ns1:SoCMND>
<nsl:HoVaTen>TRAN VAN BA</nsl:HoVaTen>
</ns1:ChuHo>
<nsl:SoSoHoKhau/>
</ns1:CongDan>
</ns1:CongdanCollection>
</soapenv:Body>
</soapenv:Envelope>

4. Piéu kién két noi, chia sé véi Co sé dir liéu qudc gia vé dan cu

Theo yéu cau cia Bo Cong an, diéu kién két néi, chia sé dir liéu véi Co sé dir
liu québc gia vé dan cu nhu sau:

- Pang ky str dung dich vu dugc cung cap tir Co so dix liéu qudc gia vé dan cu.

- Ky cam két bao dam an ninh, an toan va bao mat théng tin caa to chuc.

18



- Ky cam két bao d¢am an ninh, an toan va bao mat thong tin caa cé nhan khi
can bo str dung két qua céc dich vu do Co so dir liéu qubc gia vé dan cu cung cap dé
phuc vu cdng tac nghiép vu cta don vi (hién thi két qua trén phan mém cua don vi)

- Phan cip quan Iy nhu sau:

+ Ddi véi ngudi ding tai cap Bo, co quan ngang B, co quan thudc Chinh pha
do Cuc Canh sat Quan ly hanh chinh vé trat tu xa hoi — Bo Cong an tryuc tiép quan
ly, theo d&i. Cuc Canh sat Quan Iy hanh chinh vé trat tu x4 hoi tiép nhan céc ban cam
két bao dam an ninh, an toan va bao mat théng tin cua td chirc, ca nhan. Tao tai khoan
cho céc ca nhén khai thac str dung.

+ Ddi véi nguoi ding thude cac Sa, nganh do Phong Canh sat Quan Iy hanh
chinh vé trat tu x& hoi — Cong an Tinh/Thanh phd tryc tiép quan ly va theo di. Phong
Canh sét quan ly hanh chinh vé trat tu xa hoi tiép nhan cam két bao dam an ninh, an
toan va bao mat théng tin cua t6 chuc, ca nhan va gii thong tin tai khoan vé Cuc
Canh sat Quan 1y hanh chinh dé tao tai khoan cho cac ca nhan khai thac sir dung.

+ Dbi voi ngudi ding thude don vi cap huyén, xa do Doi Quan ly hanh chinh
vé trat tu xa hoi Cong an huyén truc tiép quan 1y, theo doi. Poi Quan ly hanh chinh
vé trat tu x& hoi tiép nhan cac ban cam két bao dam an ninh, an toan va bao mat thdng
tin cia to chuc, ca nhan. Tap hop thong tin tai khoan gui Phong Canh sat Quan ly
hanh chinh vé trat tu x4 hoi dé gui 18n Cyc Canh sat quan Iy hanh chinh vé trat tu xa
hoi va tao tai khoan cho ngudi dung khai thac, sir dung.

+ Trong d6 mdi tai khoan s& tuong tng véi mot ban cam két caa ca nhan.

(Biéu mdu ding ky va cam két cua té chirc, c nhan kém theo)

- Co6 van ban xac nhan bao dam bao mat, an ninh, an toan théng tin cuaa hé

théng cong nghé thong tin do 02 don vi A05, A06 cap trudc khi két ndi véi Co so dir

lieu quéc gia vé dan cu dé khai thac sir dung.
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I11. CAC DICH VU UNG DUNG (APIl) DUNG CHUNG
1. API lay théng tin danh muc dan téc

- Puong dan: ADAPTER_URL + /gtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json”
» Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGeiO1JIUzZUxM1J9.eyJzdWIiO1JkY W5j
dSIsimlzcyl61k9BdXRoIn0.tOjlg4twbKtBg36C6d6pY 1dRJailid7tl1
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”

o Body:
t _
"service" : "LayDanhMucDanToc"
}
- Ouput:
{ : ‘
"result": "<Danh sach két qua tra v&>”,
"local_message™: "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"
}
- Vidu:
"service": "LayDanhMucDanToc"

2. API lay théng tin danh muc giéi tinh

- Puong dan: ADAPTER_URL + /gtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json"
= Charset = "utf-8"
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o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGciO1JIUzUxMiJ9.eyJzd WIiOi1JkY W5j
dSisimlzcyl61k9BdXRoIn0.t0Ojlg4twbKtBg36C6d6pY1dRJailid7tll
3yMhHdff74WsejkPjbQ_ CxpnGTR1hIG8927pBhK(-109itvV7X5g”

o Body:
{ - - - -
"service" : "LayDanhMucGioiTinh"
¥
- Ouput:
{ , ‘
"result”: "<Danh sach két qua tra v&>”,
"local_message™: "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"
b
- Vi du:
"service": "LayDanhMucGioiTinh"

3. API lay thdng tin danh muc hén nhan

- Puong dan: ADAPTER_URL + /qgtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json"
=  Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGceiO1JIUzUxMiJ9.eyJzd WIiOi1JkY W5j
dSIsimlzcyl61k9BdXRoIn0.tOjlg4twbKtBg36C6d6pY 1dRJailid7tl1
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”
o Body:

{

¥
- Ouput:

"service" :"LayDanhMucHonNhan"
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"result": "<Danh sach két qua tra vé&>",
"local_message™: "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"

}
- Vi du:

"service": "LayDanhMucHonNhan"

4. API lay thdng tin danh muc nhém mau

- Puong dan: ADAPTER_URL + /qtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json”
» Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGceiOi1JIUzZUxMiJ9.eyJzdWIiO1JkY W5j
dSIsimlzcyl61k9BdXRoIn0.tOjlg4twbKtBg36C6d6pY 1dRJailid7tl1
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”
o Body:
{

- Ouput:
"result": "<Danh sach két qua tra v&>",
"local_message": "<Noi dung két qua tra ve>",
"error_code": "<Ma keét qua tra ve>"

}
- Vi du:

"service" :"LayDanhMucNhomMau"

"service": "LayDanhMucNhomMau"
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5. API lay théng tin danh muc quan hé

- Puong dan: ADAPTER_URL + /gtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json”
= Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGeiO1JIUzUxM1J9.eyJzdWIiO1JkY W5j
dSisimlzcyl61k9BdXRoIn0.tOjlg4twbKtBg36C6d6pY 1dRJailid7tl1
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”
o Body:
{

- Ouput:
"result": "<Danh sach két qua tra v&>",
"local_message": "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"

}
- Vi du:

"service" :"LayDanhMucQuanHe"

"service": "LayDanhMucQuanHe"

6. API lay thong tin danh muc quéc gia

- Puong dan: ADAPTER_URL + /qgtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json™
=  Charset = "utf-8"

o Authorization:
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= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGciO1JIUzUxMiJ9.eyJzd WIiO1JkY W5
dSisimlzcyl61k9BdXRoIn0.t0Ojlg4twbKtBg36C6d6pY1dRJailid7tll
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”
o Body:
{

¥
- Ouput:

{

"service" : "LayDanhMucQuocGia"

"result": "<Danh sach két qua tra vé>",
"local_message™: "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"

}
- Vidu:

"service": "LayDanhMucQuocGia"

7. API lay théng tin danh muc ton giao

- Puong dan: ADAPTER_URL + /qgtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json"
» Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiO1JKV1QiLCJhbGceiO1JIUzUxMiJ9.eyJzd WIiO1JkY W5j
dSisimlzcyl61k9BdXRoIn0.t0Ojlg4twbKtBg36C6d6pY1dRJailid7tll
3yMhHdff74WsejkPjbQ_CxpnGTR1hIG8927pBhKq-109itvV7X5g”
o Body:
{

¥
- Ouput:

{

"result": "<Danh sach két qua tra v&>",

"service" :"LayDanhMucTonGiao"
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"local_message": "<Noi dung két qua tra vé>",
"error_code"; "<Ma két qua tra ve>"

}
- Vidu:

"service": "LayDanhMucTonGiao"

8. API lay thong tin danh muc tinh

- Puong dan: ADAPTER_URL + /gtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json”
» Charset = "utf-8"

o Authorization:
= Bearer token:
“eyJ0eXAiOiIJKV1QiLCJhbGciO1JIUzUxMil9.eylzd WIiOiJkY W5j
dSIsimlzcyl61k9BdXRoIn0.tOjlg4twbKtBg36C6d6pY1dRJailid7tll
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”

o Body:
{
"service" : "LavDanhMucTinh", o
"matinh":"< Ma tinh néu null mac dinh lay tat ca tinh>"
}
- Ouput:

{

"result": "<Danh sach két qua tra v&>",
"local_message": "<Noi dung két qua tra ve>",
"error_code": "<Ma keét qua tra ve>"

b

- Vi du:
"service": "LayDanhMucTinh",
"matinh": "01"
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9. API lay thong tinh danh muc huyén

- Puong dan: ADAPTER_URL + /gtudapi/callsvc
- Method: HTTP POST
- Input:
o Header:
= Content-Type : "application/json™
= Charset = "utf-8"

o Authorization:
= Bearer token:

“eyJ0eXAiO1JKV1QiLCJhbGeiO1JIUzZUxM1J9.eyJzdWIiO1JkY W5j
dSisimlzcyl61k9BdXRoIn0.t0Ojlg4twbKtBg36C6d6pY1dRJailid7tll
3yMhHdff74WsejkPjbQ_CxpnGTR1hlG8927pBhKg-109itvV7X5g”

o Body:

{

"service" :"LayDanhMucHuyen",
"matinh":"<"M3 tinh néu null mic dinh tat ca huyén">"

¥
- Ouput:
t , ‘
“result”: "<Danh sach két qua tra v&>”,
“local_message": "<Noi dung ket qua tra ve>",
"error_code": "<Ma két qua tra ve>"
¥
- Vi du:
"service": "LayDanhMucHuyen",
"matinh ": "O01"

10. API lay théng tin danh muc x&

- Puong dan: ADAPTER_URL + /qtudapi/callsvc
- Method: HTTP POST
- Input:
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o Header:
= Content-Type : "application/json™
» Charset = "utf-8"

o Authorization:
= Bearer token:

“eyJ0eXAiOiJKV1QIiLCIhbGciOiJIUzUxMiJ9.eyJzdWIiOiJkY W5j
dSlisimlzcyl61k9BdXRolIn0.tOjlg4twbKtBg36C6d6pY1dRJailid7tl1
3yMhHdff74WsejkPjbQ_ CxpnGTR1hIG8927pBhK(-109itvV7X5g”

o Body:

{

"service" : "LayDanhMucXa",
"mahuyen ":"<"Ma huyé¢n néu null mic dinh léy toan bo xa'">"

}
- Ouput:
{ , ‘
"result”: "<Danh sach két qua tra v&>”,
"local_message™: "<Noi dung két qua tra ve>",
"error_code": "<Ma két qua tra ve>"
¥
- Vidu:
"service": "LayDanhMucXa",
"mahuyen ": "001"
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MAU CAM KET BAO PAM AN NINH, AN TOAN VA BAO MAT THONG
TIN TRONG KET NOI BEN CO SO DU’ LIEU QUOC GIA VE DAN CU
(Theo yéu cau, huong dan cua Bé Cong an)

1. MAu d6i véi to chire

CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc 1ap — Tw do — Hanh phic

BAN CAM KET
BAO PAM AN NINH, AN TOAN VA BAO MAT THONG TIN
TRONG KET NOI PEN “CO SO DU LIEU QUOC GIA VE DAN CU”
(Béi v6i to chirc)
HOm nay, ngay .../.../2022, tai . .
TOItENIA: oo, Quoc tlch Vlet Nam

S6 CMND/CCCD: .uuceceeecrercrnesenne SO dién thoai: «...uvvvvenvernnnernnnnnnn.
NEAY CAP:..vevieeieeeeeeeeee e NOT CAP:eevenerrnerrneernieerneernneen.
La nguwoi dai dién cho don Vi: ..oocevieiiiiiiiiiiiiiiiiiiiiiiiiiieinieinee.
@ 1 L1 V0 1 T

Cam két thuc hién dang va day du cac ndi dung duoc quy dinh trong ban cam
két bao dam an ninh, an toan thong tin va bao mat dir li€u trong két ndi dén Co so dit
liéu quoc gia vé dan cu.

1. Quy dinh chung va Piéu luit 4p dung
a. Quy dinh chung

- Ban Cam két nay c6 gia tri rang budc bat budc d6i véi td chire tham gia két
ndi chia sé Co s¢ dit lidu qubc gia vé dan cu dé khai thac thong tin vé cong dan Viét
Nam.

- Nguoi duogc phép nim giit thong tin bao mat 1a: Nhitng ngudi cé tén trong
“Phiéu diang ky két n6i CSDL quéc gia vé dan cu” tham gia truc tiép vao hé thong
dé xur Iy thii tuc hanh chinh va Thi truéng co quan, don vi dang ky két ndi dén CSDL
qudc gia vé dan cu va Lanh dao, can bd thyc hién cong tac quan tri hé thong thudc
Trung tim Dit liéu quéc gia vé dan cu — Bo Cong an.

b. Piéu luit 4p dung

- Piéu 17 Luat An ninh mang quy dinh vé “Phong, chdng gian diép mang, bao
v€ thong tin thudc bi mat nha nudc, bi mat cong tac, bi mat kinh doanh, bi mat ca
nhan, bi mat gia dinh va doi song riéng tu trén khong gian mang”.
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- biéu 5 Luat Bao vé Bi mat Nha nudc quy dinh vé “Céc hanh vi bi nghiém cam
trong bao v¢ bi mat nha nudc”

- Piéu 337 BO Luat Hinh sy Viét Nam nam 2015 quy dinh:

“Nguoi nao cd y lam 10 bi mat nha nudc, chiém doat, mua ban hodc tiéu huy
vat hodc tai liéu bi mat nha nudc, néu khong thudce trudng hop pham toi gian diép thi
bi phat tu tir 02 nim dén 07 nam.

Pham td1 thuoc mot trong cac truong hop sau day thi bi phat tu tir 05 nadm dén
10 nam: bi mat nha nudce thude do toi mat; Loi dung chirc vu quyén han lam 16 lot bi mat
nha nudc.

Pham t6i mdt trong cac trudng hop sau day thi phat tu tir 10 dén 15 nam: c6 to
chtrc; bi mat nha nudc thudc do tuyét mat.

Ngudi pham tdi con co thé bi phat tién tr 10 triéu déng dén 100 triéu déng, cAm
dam nhan chic vy, cAm hanh nghé hodc 1am cong viéc nhat dinh tir 01 nam dén 05
nam.”

-Piéu 159 B6 Luét Hinh sy 2015: “Toi xam pham bi mat hodc an toan thu tin,
dién thoai, dién tin hodc hinh thic trao d6i thong tin riéng tu khac cua nguoi khac
phat cao nhat 03 nim”

2. Noi dung thuc hi€n viéc an toan va biao mat thong tin

a. NO1 dung thuc hién An toan thong tin 1a sy bdo vé thong tin sO va cac hé théng
thong tin tranh bi truy cép, st dung, tiét 10, gian doan, stra ddi hodc phé hoai trai phép
nhim bao dam tinh nguyén ven, tinh bdo mat va tinh kha dung cta thong tin.

b. NOi1 dung An ninh thong tin 1a vi¢c bao dam thong tin trén mang khong gay
phuong hai dén an ninh quéc gia, trat tu an toan xa héi, bi mat nha nudce, quyén va loiich
hop phap ciia t6 chiic, ca nhan.

c. Noi dung Bao mat thong tin 13 viéc bao dam bi mat vé thong tin cong dan
Viét Nam trong Co sé dit liéu qudc gia vé déan cu.

Thong tin duoc bao mat: La tt ca thong tin hién thi trén hé thdng. Co quan, don
vi khai thac, xac thyc thong tin khong dugc cung cip cho bén thr ba hodc st dung
thong tin bao mat vi bat ky 1y do gi, néu khong co6 su dong ¥ bang vin ban cua Cuc
Canh sat Quan ly hanh chinh vé trat ty x3 hoi.

3. Hiéu lwc va cam két chung
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Trong qué trinh tham gia khai thac thong tin trén Co sé dit liéu qubc gia vé
dan cu, a1 dI€N Cho. ... Toi cam két
thue hién nghiém tac nhitng ndi dung vé an toan va bao mat thong tin sau day:

a. Tuan thu nghiém ngit va day du cac yéu cau vé bao mat an toan théng tin
theo Co s¢ dit liéu qudc gia vé dan cu.

b. Chi can bo c6 tai khoan méi dugc khai thac thong tin tir Co so dit liéu quoc
gia v€ dan cu va phai thuc hién ding vai tro, nhi€ém vu ctia ban than.

. Chi dao can bo dang ky tai khoan chi st dung dir li€u dugc khai thac tir Co
so dir liéu quéc gia vé dan cu ding muc dich theo Quy ché duogc ky két. Khong thuce
hién cac hanh vi c6 v gay thiét hai, mat mat, 16 lot thong tin trong Co s¢ dit li€u quéc
gia vé dan cu. Khong tu y truy cap, thuc hién cac chirc ning ndam ngoai quyén han,
khai théac, tin cong hodc lgi dung cac van dé, diém yéu an ninh trong két ndi dén Co
so dir lidu qubc gia vé dan cu.

d. C6 trach nhiém bao vé cac thong tin trong khi sir dung, luu trir, truyén tai
trudc cac hanh dong truy cap, st dung trai phép.

d. Chiu trach nhiém bao ddm an toan cho nhirng thong tin (dir 1i€u, tai khoan...)
nhén duoc, khai thac duoc tir Co sé dit liéu quéc gia vé dan cu, bao dam rang khong
c¢6 can bd, nhan vién nao lién quan tiét 10, st dung, luu trit md phong hoic sao chép
thong tin nao phuc vu cho myc dich céa nhan.

e. Thong bao ngay cho Cuc Canh sat Quan 1y hanh chinh vé trat tu x4 hoi khi
phat hién cac van dé co thé gdy mat an ninh, an toan thong tin va bao mat.

g. Truong hop vi pham cac Diéu néu tai ban cam két nay, to1 s€ chiu toan bo
trach nhi€m va chiu cac hinh thire xur Iy theo quy dinh ctia phép luat.

Ban cam két nay duoc soan thao bang tiéng Viét, bao gom ........... trang,
duogc 1ap thanh 02 (hai) ban. Mdi ban déu c6 gia tri phap 1y nhu nhau, 01 (mdt) ban
QUOC Gl oot e , 01

(MGL) AN AUOQC UL .ttt e e e e e e e eraeeens

Ha N¢gi, ngay  thang  nam 2022
DAI DIEN........
Ngudi cam két
(Ky,; dong ddu; ghi ro ho, tén)
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2. MAu dbi véi ca nhan

CONG HOA XA HOI CHU NGHIA VIET NAM
Doc l1ap — Tu do — Hanh phic

BAN CAM KET
BAO PAM AN NINH, AN TOAN VA BAO MAT THONG TIN
TRONG KET NOI PEN “CO SO DU LIEU QUOC GIA VE DAN CU”
(Poi voi ca nhan)

Hom nay, ngay .../.../2022, tai ................. o vv vl

10 0 =] o N -
S6 CMND/CCCD: ...ueererereerenecrnennne S6 dién thoai: .c.eceevcrererercrennens
NEAY CAP:vreerererrerersesessesensessasessesessese NOLCAP: cevvvnvriiiiiiinrieiinnnnes
Pon Vi CONG tAC: cviirniiiiiiiiiiieiiiiiieieieetientosatossscsnscssscsnssonnss
L@ 1 L1V 1 e

To1 xin cam két thye hién dung va day du cac ndi1 dung dugc quy dinh trong ban
cam két bdo dam an ninh, an toan thong tin va bado mat dir liéu trong két né1 dén Co
s& dir liu quoc gia vé dan cu.

1. Quy dinh chung va Piéu luit dp dung
a. Quy dinh chung

- Ban Cam két nay co gia tri rang budc bt budc ddi v4i ca nhan tham gia truc
tiép vao hé thong dé khai thac thong tin cong dan.

- Nguoi dugc phép nam gitr thong tin bao mat: La nhitng nguoi c6 tén trong “Phiéu
dang ky két ndi CSDL quéc gia vé dan cu™ tham gia tryc tiép vao hé thong dé xu 1y thi
tuc hanh chinh va Thu trudng co quan, don vi ding ky két ndi dén CSDL quéc gia vé
dan cu.

b. Piéu luit ap dung xir phat vé hanh vi 1am 19 lot bi mat nha nwéc va
thong tin ca nhan cua nguwoi khac

- biéu 17 Luat An ninh mang quy dinh vé “Phong, chong gian diép mang, bao
vé thong tin thugc bi mat nha nudc, bi mat cong tac, bi mat kinh doanh, bi mat ca
nhan, bi mat gia dinh va doi song riéng tu trén khong gian mang”.
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- biéu 5 Luat Bao vé Bi mat Nha nudc quy dinh vé “Céc hanh vi bi nghi€ém cam
trong bao v¢ bi mat nha nudc”

- Piéu 337 BO Luat Hinh sy Viét Nam nam 2015 quy dinh:

+ “Ngudi nao cd y 1am 10 bi mat nha nudc, chiém doat, mua ban hodc tiéu huy
vat hodc tai liéu bi mat nha nude, néu khong thudc truong hop pham tdi gian di¢p thi
bi phat tu tir 02 nim dén 07 nam.

+ Pham t01 thuoc mot trong cac truong hop sau day thi bi phat tu tir 05 nam
dén 10 nam: bi mat nha nudc thude do tdi mat; Loi dung chic vu quyén han lam 16
lot bi mat nha nudc.

+ Pham tdi mot trong cac truong hop sau day thi phat tu tir 10 dén 15 nam: ¢6
td chirc; bi mat nha nudce thude do tuy€t mat.

+ Nguoi pham tdi con co thé bi phat tién tir 10 triéu déng dén 100 triéu déng,
cAm dam nhan chic vu, cAm hanh nghé hodc lam cong vi¢c nhét dinh tir 01 nam dén
05 nam.”

- Piéu 159 B6 Luat Hinh sy 2015: “T6i xam pham bi mat hodc an toan thu tin,
dién thoai, dién tin hodc hinh thtc trao doi thong tin riéng tu khac cia ngudi khac
phat cao nhat 03 nim”

2. Noi dung thuc hién viéc an toan va bao mat thong tin

a. Noi dung An toan théng tin 13 su bao vé thong tin sd va cac hé thdng thong tin
tranh bi truy cap, st dung, tiét 10, gian doan, sua ddi hodc pha hoai trai phép nhim béo
dam tinh nguyén ven, tinh bdo mat va tinh kha dung cia thong tin.

b. Noi dung An ninh thong tin 1a viéc bao dam thong tin trén mang khong gay
phuong hai dén an ninh quéc gia, trat tu an toan xa héi, bi mat nha nudc, quyén va loiich
hop phap ciia t6 chiic, ca nhan.

c. Néi dung Bdo mdt thong tin 13 viéc bao dam bi mat vé thong tin cong dan
Viét Nam trong Co sé dit liéu qubc gia vé dan cu.

Thong tin bao mat: La tat ca thong tin hién thi trén hé théng. Co quan, don vi
khai thac, xac thuc thong tin khong dugc cung cip cho bén thir ba hodc str dung thong
tin bao mat vi bat ky 1y do gi, néu khong c6 su ddng ¥ bang van ban ciia Cuc Canh
sat Quan 1y hanh chinh vé trat tu x4 hoi.
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3. Hiéu lwe va trach nhiém thi hanh
Trong qua trinh khai thac thong tin trén Co s¢ dit liéu qudc gia vé dan cu toi
cam doan:

a. Khong loi dung quyén han c4 nhan dé 1am 16 lot thong tin d3 khai théac trén
Co s dir liéu quéc gia vé dan cu.

b. Khong tiét 16 tai khoan di duge Cuc Céanh sat Quan ly hanh chinh vé trat tu
x4 hoi cdp dé khai thac thong tin cho nguoi khéc sir dung.

c. Tuan thii nghiém ngit va day du cac yéu cau vé bao mat an toan thong tin
theo Co s¢ dit liéu qudc gia vé dan cu.

d. Chi sir dung dit liéu dugc khai thac tir Co so dit liéu qudc gia vé dan cu dung
muc dich theo Quy ché duoc ky két va theo su phan céng cua lanh dao don vi.

d. Co6 trach nhiém bao v¢ cac thong tin trong khi st dung, luu trit, truyén tai
trudc cac hanh dong truy cap, st dung trai phép.

e. Khong thuc hién cac hanh vi ¢b ¥ gay thiét hai, mat mat, 16 lot thong tin trong
Co s6 dit liéu quéc gia vé dan cu. Khong tir ¥ truy cap, thuc hién cic chirc nang nam
ngoai quyén han, khai thac, tan cong hodc loi dung cac van dé, diém yéu an ninh
trong két n6i dén Co s¢ dit liéu qudc gia vé dan cu.

g. Thong bao ngay cho cap trén khi phat hién cac van dé c6 thé gdy mat an
ninh, an toan thong tin va bao mat.

h. Khi thyc hién ky cam két nay, to1 hoan toan ty nguyén, trung thuc, khong
bi ép budc va c6 du nang luc hanh vi dan su dé hiéu, ky va s& thuc hién day du
ndi dung cam két nay.

i. Toi xin cam doan dam bao an ninh an toan va bao mat thong tin vé cong
dan Viét Nam trong Co sé dit liéu qudc gia vé dan cu, néu vi pham tdi xin chiu
trach nhiém vé moi hanh vi ctia minh theo quy dinh cua phap luat.

Ha Ngi, ngay  thang  ndm 2022

XAC NHAN CUA LANH PAO PON VI NGUOI CAM KET
(Ky, ghi ré ho tén va déng dau) (Ky va ghi ro ho, tén)
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MAU DANG KY SU DUNG DICH VU
TU CO SO DU LIEU QUOC GIA VE DAN CU
(Theo yéu cau, huwong dan cua Bo Cong an)

CONG HOA XA HOI CHU NGHIA VIET NAM
DPoc lap — Tu do — Hanh phic

PHIEU PANG KY SU DUNG DICH VU
TRONG CSDL QUOC GIA VE DAN CU
PHUC VU GIAI QUYET THU TUC HANH CHINH

2. Tén Hé thong thong tin, CSDL®: ..o,
- Ma dinh danh may chi bdo mat ctia co quan, don vi:

3. Pau moi lién hé:

HO teN: v Churc VU .o,
SO di€n thoal:........cccvvveeeiiiiieeee e, Email:.......cooovviriiiiieneee,
DON VI CONG tAC: .o

4. Thong tin dich vu diing ky sir dung trong CSDLQG vé DC:

TT | Dich vu ding ky | S0 lwot truy van (theo ngay) | Muc dich sir dung

AW NP

1 Tén hé théng thong tin két néi, khai thac CSDL quéc gia vé dan cu phuc vu xur Iy thi tuc hanh chinh, cung cép dich vu vu cong truc tuyén. Vi du: Hé théng thong tin

mot cira dién tir; Cong dich vu cong; Hé théng nghiép vu chuyén nganh (Dét dai, Lao dong thuong binh xa hoi...)
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