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V/v canh béo 10 156 hong bao mat mirc cao va
nghiém trong trong cac san pham Microsoft

Dién Bién, ngay 18 thang 8 nam 2021

Kinh gui:
- Céc S¢, ban, nganh tinh; ,
- UBND cac huyén, thi xa, thanh pho.

Céan cr Van ban sé 1115/CATTT-NCSC ngay 13/08/2021 cua Cuc An
toan thong tin ve 10 16 hong bao mat murc cao va nghiém trong trong cac san
pham Microsoft.

Qua cdng tac theo ddi, giam sat trén khdng gian mang, Trung tam Giam
sat an toan khong gian mang quéc gia (NCSC), Cuc An toan thong tin d3 canh
bao: 10 16 hong bao mat c6 mirc anh hudng twong ddi 16n trong cac san pham
ctia Microsoft, dic biét 04 15 hong bao mat ton tai trong Windows Print Spooler
va Microsoft Windows gém 03 15 hong bao mat (CVE-2021-36936, CVE-2021-
36947, CVE-2021-34483) trong Windows Print Spooler cho phép ddi tuong tan
cong thyc thi ma tir xa, nang cao dic quyén. 01 16 hong bao mat (CVE-2021-
26424) trong Microsoft Windows 1a 156 hong ICP/IP, cho phép d6i tugng tan
cong thuc thi ma tir xa, anh huong tir Windows 7 dén 10 va Windows Server
2008 dén 2019.

Nhiam dam bao an toan thong tin cho h¢ thong ciia cac co quan, don vi
trén dia ban tinh, gop phan bao dam an toan cho khong gian mang Viét Nam. S¢
Thong tin va Truyén théng dé nghi cac co quan, don vi phoi hop thuc hién:

1. Kiém tra, ra soat va xac dinh may chu, may tram sir dung h¢ diéu hanh
Windows c6 kha nang bi anh huong. Thuc hién cap nhat ban va bao mat cho cac
may bi anh huong theo hudng dan (huong dan chi tiet tham khao tai phu luc
kem theo).

2. Tang cuong theo doi giam sat hé thdng va co phuong an xir ly khi phét
hién c6 dau hiéu bi khai thac, tan cdng mang.

3. Phéi hop véi Trung tim CNTT&TT S¢ Thong tin va Truyen thong
kiém tra, ra soat, k;p tth‘yi Xt 1y doi voi cﬁc hé thong hién dang quan ly; bo tri bo
phan &ng cau su ¢o ho trg cac don vi khac phuc su ¢6 khi c6 yéu cau.

~S¢ Thong tin va Truyén thong dé& nghi cac co quan, don vi khan truong
phoi hop thuc hién.



Pau mbi hd tro, Gtng ctu sy ¢d an toan an ninh mang S¢ Thang tin va
Truyén théng: B/c Mai Xuan Diing-Phong Céng nghé Théng tin, dién thoai:
0914.599.177; B/c Nguyén Manh Cuong - Trung tdm CNTT&TT, dién thoai:
3826288; 0946.560.568.

Tran trong./.
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Phu luc: Théng tin 16 hong bao mat
(Kém theo Cong vin s6 \OYSTTTT-CNTT ngay 18 /8 /2021 ciia Sé Thong tin

] va Truyén thong)
1. Thong tin 16 hong bao mat
TT CVE M ta Ghi chu
1 | CVE-2021-36947 |- Lo hong ton tai trong https://msrc.microsoft.c

Windows Print Spooler, cho
phép ddi tuong tin cong
thuc th1 ma tur xa.

- Piém CVSS: 8.8 (Cao)

- Anh huong: Windows
7/8.1/10 va Windows
Server 2008/2012/20109.

om/update-guide/en-
US/vulnerability/CVE-
2021-36947

CVE-2021-36936

- L6 hong ton tai trong
Windows Print Spooler, cho
phép ddi tuong tin cong
thuc th1 ma tur xa.

- Piém CVSS: 8.8 (Cao)

- Anh hudng: Windows
7/8.1/10 va Windows Server
2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36936

CVE-2021-34483

- Lo hong ton tai trong
Windows Print Spooler, cho
phép dbi tuong tan cong
nang cao dic quyén.

- biém CVSS: 7.8 (Cao)

- Anh huong: Windows
7/8.1/10 va Windows Server
2008/2012/2016.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34483

CVE-2021-26424

- L6 hong ton tai lién quan
dén giao thirc TCP/IP cua
Windows, cho phép ddi
tugng tin cong thuc thi ma
tu xa.

- biém CVSS: 9.9 (Nghiém
trong)

- Anh huéng: Windows 7
den 10 va Windows Server

2008 den 20109.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-26424




CVE-2021-34535

- L6 hong ton tai trong
Remote Desktop Client, cho
phép dbi tuong tdn cong
thuc thi ma tir xa.

- Piém CVSS: 8.8 (Cao)

- Anh  huoéng: Windows
7/8.1/10 va  Windows
Server 2008/2012/2019.

https://msrc.microsoft.c
om/update-guide/en-

US/vulnerability/CVE-
2021-34535

CVE-2021-36948

- Lo hong ton tai trong
Windows Update Medic
Service (WaasMedic), cho
phep d6i tuong tin cong
nang cao dac quyén.

- Biém CVSS: 7.8 (Cao)

- Anh huong: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36948

CVE-2021-36942

- L0 hong ton tai trong
Windows Local Security
Authority (LSA) cho phep
d01 tuong tan cong thuc hién
tan cong g1a mao.

- biém CVSS: 7.5 (Cao)

- Anh huéng: Windows 10
va Windows Server 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36942

CVE-2021-36941

- L0 hong ton tai trong
Microsoft Word, cho phép
d6i tuong tan cong thuc thi
ma tur xa.

- biém CVSS: 7.8 (Cao)

- Anh hudng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-36941

CVE-2021-34478

- Lo hong ton tai trong
Microsoft Office, cho phép
dbi tugng tan cong thuc thi
ma tu xa.

- biém CVSS: 7.8 (Cao)

- Anh hudng: Microsoft

365, Microsoft Office 2019.

https://msrc.microsoft.c
om/update-guide/en-
US/vulnerability/CVE-
2021-34478




8 | CVE-2021-34524 | - Lo hong ton tai trong https://msrc.microsoft.c
Microsoft Dynamics 365 om/update-guide/en-
(on-premises), cho phép d6i US/vulnerability/CVE-
turong tan cong thuc thi ma 2021-34524
tur xa.
- Diém CVSS: 8.1 (Cao)
- Anh huong:  Microsoft
Dynamics 365 (on-
premises) version 9.0 va 9.1

9 | CVE-2021-26426 | - Lo hong ton tai trong https://msrc.microsoft.c
Windows  User  Profile] om/update-guide/en-
Service cho phép dbi tugng| US/vulnerability/CVE-
tin cong ning cao dac| 2021-26426
quyén.
- Piém CVSS: 7.8 (Cao)
- Anh huong: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

10 | CVE-2021-34484 | - Lo hong ton tai trong https://msrc.microsoft.c
Windows  User  Profile] om/update-guide/en-
Service cho phép dbi tugng| US/vulnerability/CVE-
tin cong ning cao dic 2021-34484
quyén.
- biém CVSS: 7.8 (Cao)
- Anh hudng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10

2. Hwong dan khic phuc

Bién phép tét nhat dé khac phuc 16 hong bao mat nay 1a cap nhat ban va.
Trong trudng hop chua thé cap nhat ban va kip thoi, don vi thuc hién céc bién
phap khac phuc theo hudng dan cua hing dé giam thiéu nguy co tan cong (link
hwéng dan cua hang theo bdng trén).
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