VAN BAN DEN DIEN TT
S41679 Ngay 22/12/202

BND TINH BIEN BIEN CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap - Tw do - Hanh phic

S6:2041 /STTTT-CNTT
V/v canh béo 16 héng bao mat anh hudng
cao va nghiém trong trong cac san pham
Microsoft cong bd thang 12/2021

Dién Bién, ngay 22 thang 12 nam 2021

Kinh gui: 7
- Cac S0, nganh, doan thé tinh; ,
- UBND cac huyén, thi xa, thanh pho.

Can ctr Van ban s 1749/CATTT-NCSC ngay 15/12/2021 ctua Cuc An
toan thong tin ve€ 10 hong bao mét anh hudng cao va nghiém trong trong cac san
pham Microsoft cong bo thang 12/2021.

Qua cong tac theo doi, giam sat trén khong gian mang, Trung tam Giam
sat an toan khong gian mang Quoc gia (NCSC), Cuc An toan thong tin - B
Thong tin va Truyén thong canh bio:

Ngay 14/12/2021, Microsoft da phat hanh danh sach ban va thang 12 vai
67 16 hong bao mat trong cac san pham cua minh. Ban phat hanh thang nay dac
biét dang chu ¥ cac 16 hong bao mat cho phep dbi tuong co thé thuc hién tan

cong thyc thi ma tur xa, nang cao dac quyén, xoa t¢p tin trong he thdng muc
tiéu... ma khong can xac thuc nhu sau:

- Ld héng bao mat CVE-2021-43907 trong Windows Sybsystem for
Linux (WSL), cho phép doi tugng tan cong thyc thi ma tir xa.

- L6 hong biao mat CVE-2021-43899 trong Microsoft 4K Wireless
Display Adapter, cho phép doi tugng tan cong thuc thi ma tir xa.

- L6 hong bao mat CVE-2021-43215 trong iSNS Server, cho phép doi
tuong tan cong thyuc thi ma tur xa.

-,LS hong bao mat CVE-2021-43890 trong Windows AppX Installer, cho
phép doi tugng tan cong thyc hién tan cong gia mao. Bén canh do, 10 hong nay
duoc cho 1a dang duogc khai thac trong chién dich tan cong ma doc Emotet,
Trickbot, Bazaloader.

- Lo héng bao mét CVE-2021-42309 trong Microsoft SharePoint Server,
cho phép doi tugng tan cong thyc thi ma tur xa.

- Lo hong bao mat CVE-2021-41333 trong Windows Print Spooler, cho
phép ddi trong tin cong thuc hién tn cong ning cao dic quyén.

- L& hdng bao mat CVE-2021-43880 trong Windows Mobile Device
Management, cho phép doi tugng tan cong nang cao dac quyen, xoa tép tin trong
hé thong muc tiéu.



- LS hong bao mat CVE- 2021-43893 trong Windows Encrypting File
System (EFS), cho phép di twong tin cong nang cao dic quyén.

- L hong bao mat CVE-2021-43240 trong NTFS Set Short Name, cho
phép ddi trong tin cong nang cao dic quyén.

- Ld ,hong bao mét CVE-2021-43883 trong Windows Installer cho phép
doi tugng tan cong leo thang dac quyén.

Nhim dam bao an toan thong tin cho hé théng cia cac co quan, don vi
trén dia ban tinh, gop phan bao dam an toan khong gian mang Viét Nam. So
Thong tin va Truyén thong dé nghi cac co quan, don vi phéi hop thuc hién mdt
s6 nhiém vu sau;

1. Kiém tra, ra soat va xac dinh may st dung h¢ diéu bénh Windows c¢6
kha nang bi anh huong. Thyc hién cap nhat ban va kip thoi dé tranh nguy co bi
tan cong (hudng dan chi tiet tham khdo tai phu luc 01 guri kem theo).

2. Tang cuong theo doi giam sat hé théng va co phuong an xir Iy khi phét
hién c6 dau hiu bi khai thac, tan cong mang.

3. Phoi hop vé6i Trung tim CNTT&TT - S¢ Thong tin va Truyén thong
kiém tra, ra soat, kip thot xur ly dbi v6i cac hé thong hién dang quan ly; bb tri bo
phan tmg ctu sy ¢b hd trg cac don vi khac phuc su ¢d khi ¢ yéu cau.

Pau mbi hd trg, tng ctu an ninh mang S¢ Thong tin va Truyén thong:
D/c Mai Xuan Diing-Phong Cong nghé Thong tin, dién thogi: 0914.599.177;
b/c Nguyén Manh Cuong - Trung tdm CNTT&TT, dién thoqi: 3.826.288;
dién thogi 0946.560.568.

Tran trong./.

Noi nhgn: KT. GIAM POC
- Nhu trén;

- Ban Gidm doc So;

- Trung tdm CNTT&TT;
- Luu: VT, CNTT.

Pham Thanh Nam



Phu luc 01: Théng tin 16 hong bao mat
(Kém theo Céng van so6  ISTTTT-CNTT ngdy /12 /2021 cia S¢ Théng tin

va Truyén thong)
1. Thong tin lo hong bao mat
STT CVE Mo ta Link tham khao

1 CVE-2021- |- Diém CVSS: 7.1 (cao) | https://msrc.microsoft. com/update-
43890 guide/enUS/vulnerability/CVE2021-

- L& héng trong 13890

Windows AppX
Installer, cho phép ddi
tuong tan cong thuc hién
tan cdng gia mao.

2 CVE-2021- |- BDiém CVSS: 9.8 | https://msrc.microsoft.
43907 (Nghiém trong) com/updateguide/vulnerability/CV

. L3 héng trong E-2021-43907

Windows Subsystem for
Linux (WSL), cho phép
dbi twong tan cong thuc
thi ma tur xa.

- Anh huong: Visual
Studio Code WLS
Extension

3 CVE-2021- |- Piém CVSS: 8.8 (Cao) | https://msrc.microsoft.
42309 com/updateguide/vulnerability/CV

- L5 hong trong | £ oo

Microsoft SharePoint
Server, cho phép dbi
tugng tin céng thuc thi
ma tir xa.

- Anh huong: Microsoft
SharePoint  Foundation
2013, SharePoint Server
2019, SharePoint
Enterprise Server 2016.

4 CVE-2021- |- PDiém CVSS: 9.8 | https://msrc.microsoft. com/update-
43899 (Nghiém trong) guide/enUS/vulnerability/ CVE2021-

- L& hong trong 43899

Microsoft 4K Wireless
Display Adapter, cho
phép doi tuong tan cong
thuc thi ma tur xa.

- Anh huong: Microsoft

4K  Wireless Display
Adapter




CVE-2021-
43215

- Piém CVSS: 9.8
(Nghiém trong)

- L& héng trong iSNS
Server, cho phép ddi
tugng tin céng thuc thi
ma tu xa.

- Anh huéng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10.

https://msrc.microsoft. com/update-
guide/vulnerability/CV
43215

CVE-2021-
41333

- Diém CVSS: 7.8 (cao)

- L& héng trong
Windows Print Spooler,
cho phép dbi twong tan
cong nang cao dac

quyen.
- Anh huéng: Windows
Server

2019/2016/2012/2008,
Windows 8.1/7/10.

https://msrc.microsoft.
com/updateguide/vulnerability/CV
E-2021-41333

CVE-2021-
43880

- L& hong trong
Windows Mobile Device
Management, cho phép
d6i tugng tan cdng néang
cao dac quyen.

- Anh huéng: Windows
11

https://msrc.microsoft.
com/updateguide/vulnerability/CV
E-2021-43880

CVE-2021-
43893

- Piém CVSS: 7.5 (cao)

- L& hong trong
Windows Encrypting
File System (EFS) cho
phép dbi tuong tan cong
nang cao dic quyen.

- Anh huong: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/updateguide/vulnerability/CV
E-2021-43893

CVE-2021-
43240

- Diém CVSS: 7.8 (cao)

- L& hong trong NTFS
Set Short Name cho
phép dbi twong tan cong
nang cao dic quyen.

- Anh huong: Windows

https://msrc.microsoft.
com/updateguide/vulnerability/CV
E-2021-43240

E-2021-




10/11,

10 CVE-2021-
43883

Diém CVSS: 7.8 (cao)

- L& héng trong
Windows Installer, cho
phép ddi trong tin cong
nang cao dic quyen.

- Anh huéng: Windows
Server
2022/2019/2016/2012/20
08, Windows
11/10/8.1/7

https://msrc.microsoft.
com/updateguide/vulnerability/CV
E-2021-43883

2. Hwéng dan khic phuc

Bién phép tot nhat dé khac phuc la cap nhat ban va cho céc 16 hong bao
mat ndi trén theo hudng dan cua hang. Cac don vi tham khao cac ban cap nhat
phu hop cho céc san pham dang sur dung tai link nguon tham khao tai muc 1 cua

phu luc.

3. Nguén tham khao

https://msrc.microsoft.com/update-guide/en-us
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