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BQ THONG TIN VA TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM
Déc lip - Tw do - Hanh phuc

Sé:%TTTT - CATTT Ha N¢i, ngdx,{é’thdng?’ndm 2021
V/v 05 18 hdng bao mat mirc
cao va nghiém trong trong
cac san pham Microsoft

Kinh gri:
- Cac B9, Co quan ngang B, Co quan thugc Chinh ph;
- Véan phong Trung wong Pang, Van phong Chu tich nudc,
Van phong Quéc hoi, Toa 4n nhan dan téi cao, Vién Kiém
sat nhan dan tdi cao, Kiém toan Nha nudc;
- UBND cé4c tinh, thanh phd truc thude Trung wong;

- Céc Tap doan kinh té, Tong cong ty Nha nudc, cac Ngén
hang TMCP; céc t chire tai chinh.

Ngay 13/7/2021, Microsoft da cong bb va phat hanh ban va cho 117 13 héng
b&o mét trong cac san phdm cta minh, trong d6 dang chd y 13 05 15 hdng bao mat
(CVE-2021-34473, CVE-2021-34523, CVE-2021-34527, CVE-2021-33781,
CVE-2021-34492) trong cac san phdm Windows Print Spooler, Microsoft
Exchange Server va Windows Certificate, cho phép ddi tuong tin cong thuc thi
ma tir xa. C4c san pham ndy ctia Microsoft déu duge sir dung pho bién trong cac
hé thong thong tin co quan, t6 chire nha nuéc; ngén hang, t6 churc tai chinh, tap
doan, doanh nghiép va cac cong ty 16n. Pac biét cac 16 hong bao mat trong
Windows Print Spooler va Microsoft Exchange Server c6 thé d4, dang va s&
dugc cac nhém tin cong c6 chu dich (APT) sir dung dé khai thac dién rong trong

thoi gian sap t6i. Thong tin cu thé vé cac 18 hong nhu sau:

- 02 16 hong CVE-2021-34473, CVE-2021-34523: t4n tai trong Microsoft
Exchange Server, cho phép d6i tuong tin cdng c6 thé thyuc thi ma tir xa, nang cao
dac quyén trén may chu thu dién tir. Exchange Server da tré thanh mot muc tiéu
kha phé bién ké tir thang 3/2021 ndi bat véi 04 18 hong Zero-days hay con goi la
ProxyLogon d& dugc khai thac trong chién dich tin cong APT trén dién rong. 04

16 hong nay ciing da dugc Trung tdm Giam sét an toan khong gian mang qudc gia
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(NCSC), Cuc An toan thong tin, B§ Théng tin va Truyén thong canh bio tai cong
van s6 13/NCSC-DTPT vé viéc 18 héng bao mét trong Microsoft Exchange Server
ngay 03/3/2021. Vi viy, khic phuc cac 15 hdng trong Exchange Server 1a hét sirc
cap thiét khi viéc dbi tuong tAn cdng mang dang ngdy cang gia ting nhim muc
ti€u nay.

- L6 hong CVE-2021-34527: thyc thi m tir xa thit 2 trong Windows Print
Spooler (lién quan dén 16 hong CVE-2021-1675 trudce do). 02 15 hong nay dang
dugc goi voi céi tén la “PrinterNightmare”. B§ Thong tin va Truyén thong da co
du bao sém cho cac 16 hdng nay tai cong van s6 2210/BTTTT-CATTT veé viée du
b4o sém nguy co tan cong mang trén dién rong ngay 22/6/2021, dong thoi cling
da kip thoi tiép tuc canh bao dén cac co quan, t6 chirc théng qua nhidu phuong

thirc tiép can khéc nhau.

- Lb héng CVE-2021-33781: 15 héng cho phép dbi tuong c6 dic quyén thap
tin cong tir xa vuot qua cac co ché kiém tra bao mat trong dich vu Active

Directory dé dat dugc cac dac quyén cao hon trén may muc tiéu.

- Lb héng CVE-2021-34492: 13 héng cho phép dbi turong tan cong vuot qua
co ché kiém tra trong Windows Certificate dé gia mao chimg chi. L héng nay 12

hoan toan c6 thé dugc dung trong céc cude tan cdng khac nham vao nguoi dung.

Nham dam bao an toan thong tin cho hé thdng théng tin cta Quy co quan,
g6p phan bao dam an toan cho khong gian mang Viét Nam, B6 Thong tin va

Truyén théng yéu cau Quy co quan chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh may chd, may tram st dung hé diéu hanh
Windows c6 kha nang bi anh hudng. Thyuc hién cip nhat ban va bao mat cho cac
may bi anh hudng theo huéng dan ctia Microsoft (chi tiét tham khéo tai phu luc
keém theo).

2. Tang cuong gidm sat va sin sang phuong an xir 1y khi phét hién c6 d4u
hiéu bi khai théc, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia c4c co quan chirc ning va céac to chuirc 16n vé an toan thong tin dé phat hién

kip thoi cc nguy co tan cong mang.

Trong trudng hop can hd trg, Quy don vi lién hé dau méi hd trg cia Bo

Théng tin va Truyén thong: Trung tim Gidm st an toan khong gian mang qudc
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gia (NCSC), Cuc An toan thong tin, dién thoai: 02432091616, thu dién tu:

ais@mic.gov.vn

Tran trong./. &/

Noi nhin: KT.BO TRUONG
- i

- Nhur trén; Ty
- B6 Cong an;

- B6 Quéc phong;

- Ban Co yéu Chinh phu;

- B6 trudng (dé blc);

- Thir truéng Nguyén Huy Diing;
-Luu: VT, Cuc ATTT.

Nguyén Huy Diing
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Phu luc

Thong tin 16 hong biao mat
(Kem theo Cong van sQJp0F/BTTTT-CATTT ngayAb / # /2021
cua Bo Thong tin va Truyén thong)

1. Thong tin 16 hong bao mét

1 | CVE-2021-34473

- M6 ta: L hong ton tai
trong Microsoft
Exchange Server, cho
phép ddi twong tan cong
thuc thi ma tir xa.

- Piém CVSS: 9.1 (cao)

- Anh hwéng: Exchange
Server 2019/2016/2013

- Ngudén tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34473

- Cong vin s6 13/NCSC-
DTPT vé viéc 16 hdng bao
mat  trong  Microsoft
Exchange Server ngay
03/3/2021.

- Cong van s6
1122/BTTTT-CATTT vé
viéc 04 16 hong bao mat
méi anh hudng nghiém
trong té1 may chu thu dién
ter  Microsoft Exchange
Server va huéng dan xir ly

ngay 16/4/2021.

2 | CVE-2021-34523

- M6 ta: Ld hong ton tai
trong Microsoft
Exchange Server, cho
phép dbi tugng tan cong

thuc thi ma tir xa.

- Piém CVSS: 9.1 (cao)
- Anh hwéng: Exchange
Server 2019/2016/2013

- Ngudon tham Kkhio:
https://msrc.microsoft.c
om/update-

Lb hong méi cong bd ngay
13/7/2021.
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guide/vulnerability/CV
E-2021-34523

CVE-2021-34527

- M6 ta: Lo hong ton tai
trong Windows Print
Spooler, cho phép ddi
tugng tan cong thuc thi

ma tir xa.
- Piém CVSS: 8.8 (cao)

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34527

- Cong van s6
2210/BTTTT-CATTT vé
viéc du bao sém nguy co
tan cong mang trén dién
rong ngay 22/6/2021.

- Trung tdm Giam sat an
toan khong gian mang
qubc gia (NCSC), Cuc An
toan thong tin, B Thong
tin va truyén théng da cé
canh bao rong rai gui truc
tiép dén cac co quan tb
chure thong qua thu dién tur,
Page FB chinh thac cua
NCSC.

CVE-2021-33781

- Mb ta: Lo hong cho
phép @i tuong c6 dic
quyén thap tin cong tur
Xa Vugt qua cac co ché
kiém tra bao mat trong
dich vu Active Directory
dé dat duoc cac dac
quyén cao hon trén may
muyc tiéu.

- Piém CVSS: 8.1 (cao)

- Anh hwéng: Windows
10, Windows Server
2019.

- Ngudn tham khio:
https://msrc.microsoft.c
om/update-

L6 hong méi cong bd ngay
13/7/2021.
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guide/vulnerability/CV
E-2021-33781

- Mo ta: Lo hong cho | L3 héng méi cong bd ngay
phép dbi tugng tAn cong | 13/7/2021.

vuot qua co ché kiém tra
trong Windows
Certificate dé gia mao
ching chi.

- Piém CVSS: 8.1 (cao)

5 | CVE-2021-34492 | - Anh hwéng: Windows
10/8.1/RT8.1/7,

Windows Server
2016/2012/2008.

- Nguon tham khio:
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2021-34492

2. Huéng din khic phuc

Bién phap t0t nhat dé khéc phuc 18 hong bao mat nay 1a cip nhat ban vé.
Trong trudng hop chua thé cip nhat ban va kip thoi, Quy don vi thuc hién cac
bién phép khic phuc theo huéng dan cia hang, dé giam thiéu nguy co tin cong
(tham khao tai nguédn link duoc théng ké & bang trén)

3. Ngudn tham khao

- Ban va thang 7 ctia Microsoft:
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2021-Jul
- Danh gi4 ctia Zero Day Initiative:

https://zerodayinitiative.com/blog/2021/7/13/the-july-2021 -security-update-
review
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